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Abstract

The international standard ISO/IEC 27001 is a globally recognized framework for Information Security
Management Systems (ISMS), aiming to help organizations systematically protect their critical information
assets. Organizations can adopt the ISO/IEC 27001 framework by identifying and managing information
security risks effectively.

Recently, ISO/IEC 27001 has been updated from the 2013 version to ISO/IEC 27001:2022 to better
address cybersecurity and privacy protection. The revised standard introduces 11 new information security
control measures that broaden the scope of protection across multiple dimensions. This article focuses on
the security control related to secure coding practices. It aims to enhance the understanding of secure

coding among readers and professionals in application development. The article presents eight key



principles as a guideline for writing secure code throughout the entire application development lifecycle—

from initial design to deployment.
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